Kaspersky
Expert Security




OkcnepTHas 3awmTa Bawlero busHeca

KpynHbie NaHpawadT yrpo3 NocToHHO MeHsieTca U ycnoxHseTcs. Bcé
6onblie OpFaHMSaHMﬁ CTaHOB4ATCY XXepTBaMu C/I0XXHbIX Yrpo3, B TOM
$urHaHcoBble
Yyncrne ueneBbiX atak n atTak Kjlacca APT, KOTOpPbI€ MOTYT NMpuBecTin

nOTepI/I K T9XXebiM nocnencTBUAM. Ecnu Bbi elle He cTankmBanauncb CO

o ” CNOXHbIMWU UHUMNAEeHTaMW, 6ynbTe yBepeHbl — 3TO BCEro AuLUb BOMPOC
CpegnHuii drHaHCoBbIV yLLep6 LA YA yBep P
OT YTEUKY AaHHbIX 47151 KPYMHBIX | 2Ellz ik
npegnpuatuii B 2020 rogy
cocTasun: Bbi roToBbl kK 3TOMY?

Ins ycnewHoli 60pb6bl ¢ kKMbepnpecTynHUKamm |H
Heo6xoANMO HanaauTb YETKUIA Npouecc paccneaoBaHus

p MHUVAEHTOB N pearupoBaHuns Ha HUX, Pa3BMBaThb

4 akcnepTnay Ib-cneunanmncToB n makcumanbHO .
e adPekTNBHO NCcnonb3oBaTh BPEMS N PECYPChI. i
°° Security Economics
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Kaspersky Expert Security nozsonseT Bam B39Tb No4 KOHTPO/b
paboTy ¢ KnbepuHuMaeHTamMmm n nocTponTb apPeKTUBHYIO
akocucTemy nHpopmaunoHHol 6esonacHocTu. Mbl npeanaraem
LleNIoCTHYIO CTpaTeruio, Kotopas nomoraet o6opyaoBaThb,
npouHdopmMunpoBaTb, 06yunTb M NOAAEPXKATbL BaLLINX IKCNEPTOB,
YTOGbl NPOTUBOCTOSATb BCEMY CNEKTPY COBPEMEHHbIX C/TIOXHbIX Yrpo3,
APT-nopo6HbIx 1 LieneBbix aTak.

Mouemy KnbepaTtakm 3aBepLualoTCca ycriexom?

" HepooueHka yrpos " HeadPpekTnBHbie MeTOAbI " OrcyTcTBUE NOAAEPXKKU




NckyccTBo oTpa)keHus kmbepatak

B pacnops»keHnn
BaLuel komaHgbl b Kaspersky Expert Security Boopy>XuT BalLumx 3KCnepTos
BC& Heobxogumoe:
adpPekTnBHbIE

COBPEMEHHbIMU MHCTPYMEHTaMu AN 60pb6bl C NPOABUHY THIMY
knbepaTakamu, NPesoCTaBUT akTyarbHble AaHHble 06 yrposax,

a Tak>ke MoBbICUT 9KCMEePTM3Y BalLMX COTPYAHUKOB. Kpome Toro, Bbi
WHCTPYMEHTBI, TaK>e BCerga MoXeTe pacCUMTbiBaTb Ha MOMOLLb HALLNX 3KCNEPTOB.

CBOEBpPEMEeHHas
nHdopmauus
N aKcnepTHas

noapepxka NHcTpymeHTbI

BoopyxunTte Bawumx
cneunanncToB 3pPeKTNBHLBIMU
WHCTPYMeHTamMu pns 60pb6bl
CO CNOXHbIMU YrpOo3aMMu.

Tpwn anemeHTa

3penoro nopxoaa K
IT-6e3onacHoCcTN

NHpopmaums [Moppepxka
O6ecneubTe gocTyn MonoxxuTtechb Ha HaLMx

K aKkTyaJibHbIM AaHHbIM 9KCNepTOoB ANngd nostyyYeHnqa
06 yrposax n passuBaiite onepaTUBHOI MoOMOLLN,
HaBblK CBOUX 3KCMNEepTOB. peKomer,aqu‘/'l n aHaamsa

SallLLLeHHOCTIN.



CHuxeHne
puckoB nH¢op-
MaUNOHHOM
6e3onacHocTun
M coKpalleHune
nortepb oT
CNOXHbIX

M uenesbIx aTak

O6ecneyeHune
nomoLuu B
COOTBETCTBUMN
Tpe6oBaHNsgM
BHYTPEHHUX
nonnTUK
6esonacHocTn
M BHELWHUNX
perynupyoLmx
opraHos

MoBbilweHne
npoAyKTUBHOCTMN
pa6oTbi
NB-cnyx6

no BbISBNEHNIO,
paccnepoBaHuio
1 pearmpoBaHuio
Ha CNOXHble
KNGEepUHLMAEHTDI

Bo3amoyxHocTb
nocTpouTb
akocuctemy
6e3onacHocTn
Ha OCHOBE VNH-
TerpupoBaHHbIX
npoAyKTOB
«JlabopaTopun
Kacnepckoro»

MoHuTOpUHr N paccnegoBaHne
WHUNAEHTOB

Pa3po3HeHHble 1 HeMHTerpnpoBaHHble CpeAcTBa 3aLMThbl
ManoadbeKTNBHbI MPOTNB XOPOLLO CKOOPANHUPOBAHHbIX
coBpeMeHHbIx aTak. «JlabopaTopusa Kacnepckoro» npeanaraet
peweHne Kaspersky Unified Monitoring and Analysis Platform —
OAVH U3 KNIoUYEBbIX KOMMOHEHTOB Ha Ny TU K peanvsauum eauHoNn
nnatdopmbl knbepbesonacHocTu. PewweHne o6ecneunBaeT
rMGKNIA KOMMNIEKCHbI MOAXOA, K MPOTUBOAENCTBMIO CIIOXHBIM
yrposam u ueneBbiM aTakam, noMoraeT o6ecrneynTb COOTBETCTBUE
Tpe6oBaHUSIM perynmpyoLmx opraHoB 1 FOTOBO BCTPOUTbLCS

B CYLL,ECTBYIOLLyIO cucTeMy 6e3onacHocTu.

(

Kaspersky
Unified Monitoring
and Analysis Platform

Kaspersky Unified Monitoring and Analysis Platform
obecneunBaeT LLEHTPann3oBaHHbIN c6op 1 aHann3 XXypHanos
perucTpauum, koppensiumio cobbiTuii b B peanbHoM BpemeHn
N cBOEBpPEMEHHOE onoBeLeHne 06 NHUMAEHTaX.

EpvHaga koHconb

Kaspersky
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Kaspersky
Anti Targeted
Attack
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https://www.kaspersky.ru/enterprise-security/unified-monitoring-and-analysis-platform

CokpalueHune
ornepaunoHHbIX
napepxek
3acuer
ynpoliueHus n
aBTOMaTM3auumn
npoueccos
ynpaBneHus
VHUMAEHTamMun

CokpalueHune
yumcna IoXKHo-
NONOXUTENbHbIX
cpabarTbiBaHuii
M BPEMEHU Ha
npuopuTusaumio
yBeaoMneHui

MonHas
npo3pavyHocTb
KoprnopaTuBHO
MHPaACTPYKTYpbI
M ynpouieHHas
opraHusauus
npouecca
pearnpoBaHus
Ha MHUMAEHTbI

CokpalueHne
cpenHero
BpeMeHu
o6Hapy>xeHus
VHUNAEHTOB

1 pearnpoBaHus
Ha HUX

PacwmnpeHHble BO3MOXXHOCTI
oBHapy>XeHus 1 pearmpoBaHug

EnnHag komnnekcHasa nnatdopma XDR (Extended Detection and
Response) o6ecneunBaeT NoiHyto Npo3payHOCTb KOPNopaTUBHON
NHPPaCTPYKTYpPbl, OCYLLECTBASIET KOHTPOJIb MONYNSPHbIX TOYEK BXOAa
3N10YMbILUNEHHNKOB N aBTOMaTU3UPYET BbiMOSIHEHNE PY TUHHbIX 3aaa4
no o6Hapy>eHuIo 1 pearnpoBaHuio. Takum obpasom, Bbl 6yaeTe
Hafe>XHO 3aLUMLLLEHbl OT MHOrOBEKTOPHbIX Yrpo3, B TOM YMChe Knacca
APT n uenesbix aTak.

Y3HaTb 6onbLUe

Kaspersky
Anti Targeted
Attack

Mnatdopma Kaspersky Anti Targeted Attack, o6beauHeHHas

c Kaspersky EDR, coueTaeT paclwmpeHHbii yHKLMOHaAnN ANns
ob6Hapy>XeHUs yrpo3 Ha YpoBHe ceTu n BoamoxxHocTu EDR. 3To
komMmnnekcHoe pelieHue XDR ang o6HapyxeHusi n pearnpoBaHusi

Ha yrpo3bl Ha OCHOBE YHUPMLMPOBaHHOI CEpBEPHON apXUTEKTYpPbI
W LeHTpann3oBaHHOro ynpasneHus n3 eguHoli Be6-koHconu. Tenepb
Bbl MOXKE€TE KOHTPONNPOBATb N HAAEXHO 3alnLLLaTb BCE TOUKN BXopa
NoTEeHUWarnbHbIX Yrpo3: CeTb, Be6-TpadpuK, 3NEKTPOHHYIO MOYTY,
paboune mecTa, cepBepbl U BUPTYasbHblie MaLUUHbI.

c loC-ckaHupoBsaHune @ AHTUBMPYCHBI ABNXOK
loA-ananus MNecouHunua

PE©) PeTpocnekTuBHbIii aHanuns

r(-' BasoBbli MUHCTPYMEHTapuii
AHanna nepeonpuUmnH

L =1 undpoBoil KPUMUHANNCTUKN
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Anti Targeted
Attack

XDR

HocTyn Brno6anbHyio
6a3y 06 yrposax

= MauwuHHoe 06yueHue
URL-penyTauus

ConocTaBnexue
¢ MITRE ATT&CK

'@- IDS n npasuna YARA



https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform

Vinpopm
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ynpaBneHus
MHUMAEHTaMN
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dopmaToB
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MoBbilweHne
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Ha aHaNUTUKOB
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pecypchbl Ha
npoTmBoaeiicTBme
cepbe3HbIM
yrposam

YHuKanbHble aHaNUTUYECKME AaHHble

CoTtpyaHukam otaena IT-6esonacHocTy cnegyeT NOCTOSIHHO
MOBbILLIATb CBOW YPOBEHb 3HaHWIA M OTTayMBaTb NpodeccuoHasnbHble
HaBbIkW. [locTosiHHOE pa3BMTUE U aKTyarbHble aHanMTU4YeckKme
BaHHble 06 yrpo3ax, NoOAroToBNEHHbIe HaAeXHbIM NapTHepPoOM, —
3anor ycnewHolii 6opb6bl ¢ knbepyrposamu.

Kaspersky
Threat Intelligence

WcnonbayiiTe aHanuTnyeckne paHHblie 06 yrposax, 4tobbl Bceraa
6bITb B Kypce NocneaHnX TeHAEeHUNA B Mupe KnbepbesonacHocTu.
Kaspersky Threat Intelligence oTkpbiBaeT pocTyn k aKkTyanbHbIM
TEXHUYECKUM, TAKTUYECKMM, ONepaLoOHHbIM U CTpaTErMYecKum
AaHHbIM 06 yrposax.

Kaspersky
Threat

Intelligence

BUAbl AAHHbIX OB YTPO3AX

TEXHIII‘-IE_ OI'IEPALI,VI_
CTPATEWI‘-I‘- TAKTVI'-IE_



https://www.kaspersky.ru/enterprise-security/threat-intelligence

MoBbiWweHne
KBanuoukaumum
BaLmNX
aKcnepToB

B o6nactu
undposoii
KPUMUWHaNUCTUKN
M pearnpoBaHus
Ha UHUMAEHTDI.

BoamorxHocTb
COXpaHuUTb
BlUTaTe

1 MOTUBUPOBaTb
COTPYAHMNKOB
3acyer
BO3MOXHOCTEN
npodeccuoHanb-
HOro pa3BuTus

MosbiweHne
YPOBHS
BHTYpPEHHeln
NB-akcnepTunsb
1 BO3MOXHOCTb
aHannsmposarTb
yrpo3bl cBOUMM
cunamm

SkoHoOMUS

BpemMeHUN n aeHer:

BaM He npupeTcs
MNcKaTb HOBbIX
COTPYAHMUKOB

C HY>XHbIMMN
HaBblkaMu

[NoBbileHne akcnepTU3bI

BalunXx cneumnaancTtosB

Bawwu NIB-cneumanncTbl MOryT NOBLICUTL SKCNEPTU3Y U MONYYMTb
HOBbl€ HaBbIKU, MPUHSB yyacTue B TpeHuHrax Kaspersky
Cybersecurity Training. B xone TpeHUHroB y4yacTHUKN OTTauuBatoT
HaBbIKN paboTbl C LNMPOBLIMM YIMKaMK, Y3HAIOT, Kak aHann3npoBsaTb
1 o6Hapy>uBaTb BpegoHocHoe [0, a Takxe kak 3¢ PekTUBHO
pearvpoBaTb Ha UHLMAEHTDI.

Kaspersky
Cybersecurity
Training

«JlabopaTopusa Kacnepckoro» npeanaraet cnegyioLme

TpeHuHrn gnga Ib-cneunanncTos:



https://www.kaspersky.ru/enterprise-security/cyber-security-training

O6HapyxeHune
nonbITOK
KomMrpomeTauun
1 MUHUMW3aLMS
ywep6a or
VHUMAEHTa elue
A0 TOro, Kak oH
CTaHeT 9BHbIM

OKcTpeHHas
nomoub

B paspelueHnmn
MHUMAEeHTa

MapTHEPp,

OueHka
BO3MOXHOCTEW
Ballen 3aWwnTbl
1 BbISIBNEHNE
cnabbix MecT,
Tpebytowmnx
BHMMaHMNS

Ycunexne
KoprnopaTuBHOM
3alWnThbl oT
Kubepyrpos

OKcnepTHbIE CEPBUCHI

MpuBnekas BHELUHNX 3KCNEPTOB, Bbl CMOXETE MPOCYMTaTh BO3MOXKHbIE
BEKTOpPbI C/TIOXHBIX aTak v NoMyUnTb NpakTUYecKmne peKoMmeHaaLumm no
6opbbe c HUMN. Bam noHapobuTca nogaep kka HageXXHoro NapTHepa,
obnapatoLero Heo6xoaMMbIMU 3HAHUSIMIW U OMbITOM, KOTOPbI MOMOXET
B SKCTPEHHOW CUTYaLUW, OLLEHNT YPOBEHb 3aLUULLEHHOCTM BalU€eA
opraHusauuu, onpeaennT NoTeHunanbHble PUCKU N obecneunT
KPYrOCYy TOUYHYIO 3aLUUTY MUPOBOIO YPOBHSI.

Kaspersky
Incident Response

Bocnonb3ayiiTech npeumMyLiecTBamMuy pearmpoBaHusi Ha Yrposbl

¢ nomolubio akcnepToB cepBuca Kaspersky Incident Response,
YTO6bI BLICTPO OCTAHOBUTL PacNpPOCTPaHEeHNE UHLMAEHTA

N MMHUMMW3UPOBATb €ro NOCNEeACTBUS.

Kaspersky
Managed Detection
and Response

KOTOPOMY Bbl
MoXKeTe AoBepaTb

C Kaspersky Managed Detection and Response Bbl moXxeTe
MONIOXXMUTbCS Ha HaL onbIT B 061acTy usyyeHus yrpos. Mol BoabMem Ha
cebs 3apa4m Mo KPYrnocy TOYHO ynpaBnisieMoli 3aLumTe U NpoakTUBHOMY
noucky yrpos, a Bawm Vb-cneunanucTbl cCMOryT cocpeaoTounTbCs Ha
Ba)KHeWLMX npoueccax, TpebyloWwmx ux BHUMaHUS.

YT06bI ONpEenennTb TeKyLlee
COCTOSHNE 3aLUNLLEHHOCTI
BaLUMX CUCTEM N 3D PEKTUBHO
pearnpoBaTb Ha CIOXHbIE
NHUMAEHTbI, BaM HY>XX€EH
HaOeXHbI NapTHeP

¢ 6oraTbiM OrbITOM

oKa3aHus Takux CEpPBUCOB,
obnagatoLnin rnyB6oKo
9KCNepTU3ON.

Kaspersky
@ Security

Assessment

Bocnonb3yiiTechb cepBncamMmm aHann3a 3alULLLEHHOCTI 1 OLLEHKOWN
KOMMpoMeTaLuK, YTo6bl NPOBEPUTL TOTOBHOCTb Ballel CUCTEMbI
6e30nacHOCTU K OTPaXkeHMIO aTak U y3HaTb, He CTann N Bbl y)ke
>KepPTBOW CKPbITO AOJITOCPOYHOI aTakM.


https://www.kaspersky.ru/enterprise-security/incident-response
https://www.kaspersky.ru/enterprise-security/managed-detection-and-response
https://www.kaspersky.ru/enterprise-security/security-assessment

Me>xayHapoaHoe npusHaHmne

«JlabopaTopusa Kacnepckoro» akTMBHO y4YacTBYeT B He3aBUCUMbIX
TeCTUPOBaHNAX U B3aMMOAENCTBYET C BEAYLLMMU aHaNUTUYECKMMUN
areHcTBamu. Hawm TexHonorum n npoAyKTbl NpU3HaHbl BO BCEM Mupe
N YAOCTOEHbI MHOFOUYMCIEHHbIX MEXAYHapOAHbIX Harpaga.

HdokasaHHagq
a¢PpPeKTUBHOCTL
HaLUMX TEXHOJIOr

N 9KCNEePTHbIX 3HaAHWIA

Gartner
peerinsights
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choice
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BOJIbLLE TECTOB
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BOJIbLLE SALLUNTDI
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KopoTko o rnaBHOM

[ns ycnewHoro npoTUBOCTOSHUS KOMMIEKCHbIM Kubepyrpo3am

n apdeKkTUBHOIN aganTaLny K HOBbIM TPYAHOCTSIM B YC/IOBUSIX
MOCTOSIHHO MeHsiloLerocs naHawadTa yrpos Bam Hy>XXHbl COBPeMEHHblEe
TeXHONornu, NoAKpenIeHHble aHanMTUYeCKUMM faHHbIMM 06 yrposax,
onbITHblE cneunanucTbl, obnagatrolime Heo6XoANMBIMUN 3HAHUAMM,

1 noaAepiKKa BHELUHUX 3KCMepPTOB MUPOBOro YPOBHSI.

B aTom cnyyae B Balwem pacnopsikeHumn 6yaeT BeCb KOMMIEKC Mep
NpPoTMBOAENCTBUS caMbiM CNoXHbIM APT-yrposam n uenesbim aTakam.
B pamkax Kaspersky Expert Security mbl npegnaraem nonHbii
apceHan paclUMpeHHbIX 3aLUTHbIX TEXHOJIOTUIA U CEePBUCOB, KOTOPbIe
nosbicaT a¢ppekTnBHOCTb Bawero Ib-otaena n komanasl SOC.

KakoBbl 6bl HU 6bIA
noTpebHoCTU BalLero
Oun3Heca celiyac uniu
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